
THE CYBERSECURITY
KILL CHAIN
EXPLAINED

2
WEAPONISATION

Create malware or exploit code
tailored to the target.

3
DELIVERY

Send the payload by phishing,
USB, downloads, or exploits.

4
EXPLOITATION

The malicious code executes and
takes advantage of a
vulnerability.

5
INSTALLATION

Malware installs itself for
persistence and further control.

6
COMMAND & CONTROL

The attacker communicates
remotely with the compromised
system.

7
ACTIONS ON OBJECTIVES

Stealing data, disrupting
systems, or causing financial
damage.

1
RECONNAISSANCE

Identify the victim. Research
systems, people, and weak
points.


