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Solutions Offered
w®# | Microsoft 365 Auditing
Microsoft 365 Monitoring

Microsoft 365 Alerting
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Microsoft 365 Delegation
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Supported Services

» Exchange Online

* Microsoft Teams

= Azure Active Directory
» SharePoint Online

» OneDrive for Business
* Microsoft Stream

= Skype for Business

= Yammer, Sway, and more.
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Highlights of M365 Security Plus

Custom profile-based auditing and alerting

Access to historical audit data with indefinite storage

Schedule audit reports to be generated at periodical time intervals

Instant alerts for critical events and service health decline

Instant notifications for service health decline

24x7 monitoring of Microsoft 365 features and endpoints

Advanced content search to identify spear-phishing attacks

Custom help desk roles without escalating user privileges in Microsoft 365
Cross tenant and virtual tenant delegation

Dashboard with embeddable widgets

In-depth analysis with SIEM integration
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Microsoft 365 auditing & alerting
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M365 Security Plus vs Microsoft 365 admin center
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Custom audit and alert profiles
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Geolocation feature
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Audit profile configuration and advanced filters
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Alert profile configuration
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Custom alerts threshold configuration
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Microsoft 365 monitoring
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M365 Security Plus vs Microsoft 365 admin center
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Service health overview
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Detailed summary of service incidents

s s

=x mm [}
pp—
[ ey 3
- - E
[ tey sl g
.
— all Bl
e [ - T - e
- _— s e T
L | p——— 3 S N RN S I . T L . . 3
e e n
- o = p—
e — e o e
=y ——
- e N - e e S-S .
=
_—

ManageEngin@



Graphs for quick understanding
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Trove of monitoring data for reference
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Microsoft 365 content search
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M365 Security Plus vs Microsoft 365 admin center
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Instant search option
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Mail attributes and keyword-based search
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Pattern-based search
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Help desk delegation
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M365 Security Plus vs Microsoft 365 admin center
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Creating custom help desk technician roles
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Adding a help desk technician
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Detailed help desk technician view
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Help desk technician audit report
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SIEM integration
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Integrate M365 Security Plus with SIEM solutions

Log collection

{ Loganalysis
Event correlation
Log farensics

IT compliance

[ Application log
monitoring

a Object access auditing

Real-time alerting

User activity monitoring

@ Dpashboards

Reporting

EX, File integrity monitoring

System & device log
monitoring

Log retention

Benefits:

« Single interface: The integration offers a
central console where users can easily access
and analyze security information from a wide
range of sources including Microsoft 365 logs.

« Compliance: Archive the log data in a central
place to meet the requirements of regulatory
mandates such as PCI DSS, HIPAA, ISO 27001,

SOX, and more.

« Detect incidents: With logs presented in
easy-to-understand reports, graphs, charts,
and other graphical formats, identify security

threats in Microsoft 365 easily .
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Configuring syslog server/Splunk server
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Thank you!



