ManageEngin?’
Firewall Analyzer

Firewall Analyzer V12

Firewall policy, configuration and log analysis software.
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Firewall Analyzer is a policy analysis, configuration monitoring and log reporting software for security

administrators to track policy changes, optimize firewall performance and maintain compliance standards.

Proactively detect and prevent network security threats, make the most out of Firewall

Analyzer with the following features!

= AN
= Rule management @ Change management

%) Compliance reports ﬁ Security audit

—_—

== Log management ([ Qﬁ) Alarm management




Here's why you need it!

Streamline firewall policies, optimize rules and improve firewall
performance.

Maintain a record of all the configuration changes by automating
change tracking.

Adhere to compliance standards and identify security loopholes from
out-of-the-box compliance reports

+ |dentify and prevent network security threats by monitoring security
logs and employee internet usage.

- Effortlessly mine for security incidents from raw logs and perform
forensic analysis to pinpoint threats.

- Get notified on anomalous security and bandwidth incidents directly to
your mail or phone.



Rule Management
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The Importance of rule management

The heart of any firewall's performance is its rules and policies. If rules are

not managed properly, it can leave your network vulnerable to attacks.

. Gain complete visibility to all the rules written in your
firewall.

Improve firewall performance by identifying and removing
rule anomalies.

Optimize rule performance by placing the rules in the
correct order.

. Determine if aproposed new rule is going to impact the
existing rule set negatively.

Identify unused rules and clear them on a regular basis.



Policy Overview
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« Gain visibility to all the rules
s o — written in a specific firewall.
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— Get complete details of the
— . listed rules, including rule

st s e : number, source,

B " destination, interface and
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o * - service type.
RS ' Easily filter rules according
to multiple filter criteria.
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Policy Optimization

e Identify anomalies which
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Get complete details of the
different types of anomalies.
Determine rules which have
shadow, redundancy,
generalization, correlation,
and grouping anomalies.

Easily filter anomalies
according to multiple filter
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Rule Cleanup
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Reduce security threats by
identifying unused firewall rules,
objects, and interfaces.

Obtain a high-level overview of
which rules, objects, and interfaces
can be removed or deactivated.




Rule Reorder Suggestion
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Rule Impact Analysis

« Perform in-depth impact

v hames

e - [ ot s | analysis for a proposed
new rule and determine

if the proposed new rule

e — e = - will impact the existing
e i " o : rule set negatively.
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Rule Administration
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- Add, modify, and
delete rules and
network objects,
analyze the
implications of a
proposed change and
push changes directly
to the firewall.

Simplify firewall policy

management by
automating the
process of firewall rule
administration.




Rule Comparison
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Rule Expiry Notification
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Track the status of
firewall rules and get
notified on which rules
have expired

List all the firewall rules
for which any kind of
schedule has been set

Enumerate all the active
firewall rules for which a
schedule has been set

Catalog all the rules that
are scheduled to turn
active in the future

Record all the rules that
have expired

List all the rules that are
reactivated and certified
on a regular basis




Configuration Change Management
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Significance of Change Management

Automated change tracking is crucial to gain better visibility into your firewall configuration and security!

«  Eliminate manual change tracking.

«  Secure your network by monitoring
changes made to the firewall

configuration.

« Change notifications helps you stay alert.




Configuration Change Tracking
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change tracking in all
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Track “what”, “who" &
“when” of configuration

changes.

Receive change
notifications directly to
you mail.

LS
Caetguration Type Confguration Changes On Changed by Changed from Wershon Mg Changs cont Change Type

Bunining - Ml 1T FON OO0 A SO ke T 7 e

Setect Conhg e 13, S A A Pick #r L] 3 ~arreng

4

RS
Corhygura s Type:
Aunning : BurbankSFR '  Added-i0) = Modified-[2] ¥ Deleted - [0) DIt Oody

=
l]

Szbrot Lioavhy
a9

11 Enatie pataword BRI i TR AXLI2 S encrypeed eruibie paarenrd BRIV SrT TREMLIZS



Configuration Comparison Using Diff-View
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» Compare configuration
changes between any two
configurations , side by side
using Diff View.

Easily identify changes
between configuration files
using color-coded change

depiction.

View added lines in green,
deleted lines in red and
modified lines in blue.




Configuration Backup
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View added lines in green,
deleted lines in red and modified

lines in blue.




Compliance and security audit
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Stay compliant with out-of-the-box
compliance reports

Follow standard practices, and execute internal/external security policies to avoid legal issues
with a proper compliance management!

(8

Stay compliant to PCI-DSS, ISO
27001, NIST, NERC-CIP, SANS, SOX,
HIPAA, GDP & Basel Il regulatory
mandates.

Identify configuration loop holes and
stay secure.

Generate reports on the compliance
status of firewall devices.
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Secure your cardholder’s data
effectively by complying to PCI-DSS.

Master information security
management, by staying compliant
with ISO 27001.

Make sure your critical IT infrastruture is
safe by staying compliant with NERC-
CIP mandate

Check for information security

loopholes by verifying with SANS
report.

Review NIST standards with NIST
compliance reports.

Verify SOX, HIPAA, GDPR and Basel II
compliance with
out-of-the-box-reports
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Security Audit

Perform security audits on the
configuration setup of your
firewall and get detailed reports
on any security loopholes.
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Log Management
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Log Management is critical for
network security

Analyzing syslog data will help you identify and
prevent security threats in real time

f - Security analysis helps in

identifying internal and external
threats.

Traffic analysis helps in
bandwidth management.

Log based alerts help in instant
remediation.




Security Analytics

Virus Repors
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Generate detailed reports on possible
security threats to the network.

Troubleshoot and resolve security
issues faster by identifying and
analysing virus related logs.

Gain insights to identify and counter
network attacks.

Get detailed information on the spam
activity and control spam across the

network.




Traffic Analytics
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Firewall Analyzer’s traffic reports
help answering the following
questions

« Who is sending, receiving the
traffic?

» Which host is sending, receiving
the traffic?

» What is the traffic share of
various protocol groups?

+ What is the event severity
pattern due to the traffic?




Trend Analysis
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Other significant features
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VPN Reports
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« |dentify users connected to your VPN, the
traffic consumed by them and also failed
VPN logins.

Identify IPs and their VPN bandwidth
L I consumption. Track destinations your VPN
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Proxy Report

Collect and archive the proxy server logs,
analyzes them, and generate useful
corporate internet access information
reports.

Generate proxy usage and proxy virus
reports

Get the list of URLs accessed using the
proxy server




Inventory report

Firmwell Ansiyesr 1 o - Get a complete picture of everything
QS et S A A that’s happening on individual firewalls.

Gain visibility to interfaces that are
under the configured firewall devices.

Get an overview of all the users that
have accessed the internet through
individual firewall devices.

Monitor rules and cloud services
accessed under a specific firewall
device.
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Dashboard, Cloud Monitoring & Alarms

Get a high level picture of everything
that's happening on your firewall
ecosystem.

Keep a tight grip on all the cloud
services running in your network.

Trigger threshold based alerts (Both
traffic and security) and get notifed
directly to your mail or phone.
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Forensic Log Analysis & Custom Reports

Farewall Al ymesr ] of O A

Search the raw logs of Firewall to
pinpoint the exact log entry which

skt s e G - caused the security activity.
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Archived logs can be imported and
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R security incident mining can be carried
- mr ; out by searching the raw logs.
el o= = R Generate custom reports based on
o e . N i i specific criteria. Choose the
- : o sub-reports that you want to include in
, , . 00 the custom report, the exact
: s @O parameters to be reported on, and even

the layout of the graph to be generated.
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Benefits of using Firewall Analyzer

Enterprise monitoring

Monitor geographically distributed
firewalls from a centralized location.

Scale smoothly upto 1200 security
devices.




Multi firewall support

Supports more than 50 firewall vendors and 200 devices
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Affordable Pricing

Annual subscription:

Single firewall
Monitoring
starts @ $395.

20 device pack
(Enterprise edition)
starts @ $8,395.




24 * 5 Technical Support

24x5 technical support
for customers to gain
maximum use of the
product!



Integrate seamlessly with your complete
network infrastructure

Tight Integration
OpManager: Network and server monitoring
NetFlow Analyzer:Bandwidth monitoring

Network Configuration Manager: Network configuration and
compliance management

OpUtils: IP address and switch port management



What makes us standout?
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Multi firewalls supported Real time security alerts Out-of-the-box reports

Highly scalable Economical 24*5 technical support



Minimum System Requirements

O em & B4

Intel Xeon Quad Core 8 GB RAM 90 GB/day for 500  PostgreSQL/MSSQL  Windows/Linux
3.5 GHz logs/second

The disk space and RAM size requirements depend on the number of devices being analyzed and the number of devices
sending log information to Firewall Analyzer.

Refer: https://www.manageengine.com/products/firewall/system-requirements.htm|



https://www.manageengine.com/products/firewall/system-requirements.html

THANK

Have a better firewall management experience!

Contact:

For technical queries: fwanalyzer-support@manageengine.com
For pricing and more: sales@manageengine.com

To know more, visit www.fwanalyzer.com
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