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ManageEngine

is the enterprise IT management software division of ZOHO Corporation. 

Privately held and profitable since inception

(Est. 2004) (Est. 2001) (Est. 1996)

Applications for business, 
collaboration, and 

productivity

IT management 
solutions for enterprises

Enterprise IoT 
management platform



ManageEngine

18+ years of expertise 
in IT management 

solutions

180,000+ 
customers

90+ products and 
free tools for IT 
management

2,500+ 
employees

Global presence 
in over 190+ 

countries



IT service management
ITIL ready service desk

IT asset management
with  CMDB

Knowledge base with user self-service
Built-in and custom workflows
Orchestrate all IT management functions
Reporting and analytics
Service  management for all departments

Unified endpoint management

Desktop management

Mobile device management

Patch management

OS and software deployment

Remote desktop support
Web browser security
Monitor & control peripheral devices

IT security management
Unified SIEM for cloud and on-premises
AI driven user and entity behavior analytics
Firewall log analytics 
SSH key and SSL certificate management 
Endpoint device security 
Data leakage prevention and risk assessment 
Regulatory and privacy compliance 

Available for
Enterprise IT
Managed service providers (MSPs)

as

Self hosted on-premises
Self hosted in public cloud (AWS, Azure)
Cloud (SaaS)

Advanced IT analytics
Self-service IT analytics
Data visualization and business intelligence for IT
Hundreds of built-in reports and dashboards
Instant, flexible report creation
Out of the box support for multiple data sources

IT operations management
Network, server and application performance monitoring
Bandwidth monitoring with traffic analysis
Network change & configuration management
Application discovery & dependency mapping
Cloud cost and infrastructure monitoring
End user experience monitoring
AIOps

Identity & access management
Identity governance and administration 
Privileged identity and access management 
AD and Azure AD management and auditing 
SSO for on-premises and cloud apps with MFA 
Password self-service and sync 
Office 365 & Exchange management and auditing
AD & Exchange -backup and recovery



Our evolution in the PAM space

Password vault 
for teams

Shared account 
password 

management Privileged access 
management for 

enterprise IT

Encryption identity 
(SSH, SSL) life cycle 

management 

Unified privileged 
identity management 

suite 
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PAM for DevOps 
security

Data center remote 
access management, 

PAM for MSPs

Anomaly detection 
and advanced 

analytics
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Modules at a glance

Shared account 
password 

management
(SAPM)

Privileged account discovery & life 
cycle management 

(PALDM) 

Privileged session 
management 

(PSM) 

A2A password 
management 

(AAPM) 

Privileged user 
behavior analytics 

(PUBA)

Controlled privilege elevation & delegation management
(JIT for Windows domain accounts)

(CPEDM)  

Session recording and 
monitoring 

(SRM)



The 360-degree approach to privileged 

access security



Out-of-the-box integrations

CA

Ticketing system integration

Certificate authority 
integration 

CI/CD integration

and more...



Third party CA integration



DevOps - Jenkins



Out-of-the-box integrations

Robotic Process Automation Vulnerability Scanners SIEM Integration



RPA - Automation Anywhere



Vulnerability Scanner - Insight VM



Privileged access and event correlation 



ManageEngine integrations

Just-in-time
privileged access

Context-aware
event correlation

Privileged User 
Behavior Analytics



Behavior Analytics - Anomaly detection



Product architecture 





High availability



Failover service for SQL cluster



Application scaling



Components and delivery 



Delivery Components

➢ PAM360 server

➢ PAM360 agent (optional)

➢ PostgreSQL RDBMS – bundled by 

default. 

➢ Includes options for                             

configuring MS SQL / MySQL as 

back-end database

➢ Delivered as an on-premise 

software installable

➢ Supported on Windows, Linux 

operating systems

➢ Virtualization support—Hyper V, 

VMware ESXI, Microsoft Azure, AWS 

(Amazon EC2) platforms 



Editions and licensing



➢ Single, all-inclusive pricing

➢ Licensing is based on the number of administrator users and keys managed

➢ Available in annual and perpetual subscription models

➢ Multiple editions to support varying requirements

➢ Supports both single and multitenant architectures 



Thank you!
hello-pam360@manageengine.com


