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Overview

a What is Exchange Reporter Plus?

n Workings of Exchange Reporter Plus
a  \Why Exchange Reporter Plus?

n  Reporting

o Auditing

a  Monitoring

a  Product settings

a  License-related FAQs

o Next steps
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What is Exchange Reporter Plus?

a  Comprehensive Exchange reporting, monitoring, and change auditing tool
n  Services supported: Exchange Server, Exchange Online, and Skype for Business

a  450*reports on various Exchange entities-mailboxes, public folders, OWA,
ActiveSync, and more

a  Graphical representation of data
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Critical insights and analytical data

o Email traffic reports

a  Exchange permissions report

a OWA, ActiveSync, EWS, IMAP, and POP3 connectivity reports
o Content reports

a  Database and storage reports

a  Public folder and distribution list reports

a  Compliance reports for SOX, PCI, HIPAA, GLBA, and GDPR

o Tailor your own custom reports
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Working of Exchange Reporter Plus

n  Exchange Reporter Plus gathers data from different sources—such as Exchange

Server, AD, IIS logs, and remote PowerShell—and presents them as meaningful
reports

The data gathered is stored in
an intrinsic database.

( The data is fetched and represented
in the form of charts and tables.
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Admin account for gathering data

The user account must be a member of the:
Domain Admins group and
Organization Management group

Exchange Server reporting, auditing, and
monitoring

The user account must have a Global

Exchange Online reporting and auditing S e

The user account must be a member of the
Skype for Business Server reporting CsAdministrator or
CsViewOnlyAdministrator group
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Why Exchange Reporter Plus?

Create rules to customize the actions to be audited

Do away with complex PowerShell code

Hybrid Exchange and Skype for Business reports in the
same platform

Create your own custom reports
Get a graphical view of data with dashboards

Export reports to CSV, PDF, HTML and XLS formats

Get periodic emails updates using scheduled reports
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Why Exchange Reporter Plus?

Delegate customized roles to technicians (apart from
admin and operator roles)

Password-protected reports

Advanced auditing and alerting filters

Log forwarding to SIEM solutions

Licensed based on number of mailboxes

Manage and unmanage selected mailboxes as and
when required

Separate auditing for technician activities
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Exchange Reporter |

Exnchangs Saiver
Bt Alert
Crganizetion Hesith ful .
a Crtical

Ciiwdn M Sevvitis Srabus Dk i Stpbiod Manlfiim S100u Efvaad Ouspiss Sdarlis Clisad] S tivily S

1EF] -0 B Critical

EioFi: L3 & Cinicnd

3 kT B Critical

ERd*L -2 08 D Critical

Mailbom [eanbbisd Lissn
//aﬂc";-:r-&n'
Summarnzed organization

3 ry Vo i O Perie] oy Mailezooes
Quick links to
health status Wi
reports
Graphs
Exchangs Montoring

Fepiicndion iksakh
Serrator Fleadlh

Exachuange Seach Heslth

¥

Mpdbox Ve Summary o Hallbowe Bacigiant Typs Dataln

Bgdbane @ h Foeraand To
Muilnx with Delegair

] At Reports
- Ml Pe rrbsiarn CFawspms n

ManageEngin@
Exchange Reporter Plus



Dashboard view
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Exchange Reporter Plus

Reporting
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Over 400 comprehensive reports
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Features that come in handy
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Intuitive reports
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Report scheduling
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Advanced filter options
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Create your own custom reports
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Email traffic reports

1 Diwmicuar] Hirs LEEan L i 1 E b
Excha nge lh-"l:“:"r“-"r Pluss 'I Adriliting Hamdling Settings Sapppoit & OvafTenant Setiings
ﬂ Cechanpge Serser EncFaangs Dinlirs Ty SpE T L
d=  Eamadd Tralhc L) i Bl Ewhuragn W
Sent Traffic By Size E3
. Perid | Customn Hange 2 1
Creprall Qurgandzabion Trafh ® dranulaity | paty -

& It el

#= [xlednal

Lirganifalios [P Sorfamiary

BT [h]

il [raffe by Medshgam.

I Sl IraiTe by Sehe b
Ewcorsin] Thallic by Memages :
* - -
Eatueam] (rallie by 3w T W .
Sereer Tralfic "
Cistosm Recipanes Tralfe '
Tiitra-Cvganizational Traffe A 207.64 0.0 100D TR @ 0 &
F = nternal (MEB] External {(ME]
Creerall TeaiMii Iroe e Ialered " T &4 0

Trafe from s istermned by Desnain) B

Traifhe from b labemed [y Usker] B Gemeratad Tos 1
Pt Trafe: iy Dpartrmend] B
Mon-Diclevery Poparty [ r Sipe T Msasgies Sanl {ME) Slpe OF Iromal Misssges Sonl (M) Sipe (F Eatievnial Mesasgi= el M)
W Need more repert? “a i) 16380 - ] i

ManageEngin@
Exchange Reporter Plus



Comply with regulatory mandates effortlessly

Exchange Heporter Plus
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Exchange Reporter Plus

Auditing
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Configure auditing in Exchange Reporter Plus

Enables a user to manually add multiple
Exchange servers for auditing
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Access granular details about
permission changes
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Customize to audit specific actions in
Exchange Reporter Plus
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Action configuration option
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Create custom views for your audit reports

Create New View

View Name

View Type

Summary Based On

Select Range

Custom views

Summary View

Caller User

Caller User
Caller Domain
Mailbox

Server
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Audit storage quota changes

Exchange Reporter Plus J
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Advanced audit reports

= Exchange Reporter Plus J

Track general mailbox activities performed
by various types of users

L® 3 ExcChange Served Exchamge Ondii

i3 Exchange

Keep an eye on mailbox import/export
Audit changes
Advance Audit

* Mallbox Audk Logzing Audit mailbox activities that are critical to

your Exchange environment, e.g.
» Admin Audit Log permission changes and mailbox
v Folder Access Permisslon Changﬂi movement, Creation, and del.etion

¢ Mailbox Import Export Changes

y

Track mailbox and public folder permission
changes
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Hold audit archive logs indefinitely

woeivis  Tal Hadk 3 i E =

Exchange Reporter Fius i Ausfiling M Db Caf 1y L= O D Tenad Tuotr g

3
¥ - Archive Settings E
Do sk ann Bairrd
g A Fokper Path s g regea) S SRN Ewh s Rt
EmtParge Sorery A LediEireg Archive debs oider than L ki . s L
-
ek ek Pladfteae Pormapienrd Charagss My Aaghdwn Lias sl o =
Crinkiar flibranrts Hgilbon: Fropss s Chances
- drches whedals nma Zaly T . HEAE CE W L=
Tl aena Palh I sidwsnps Datnbass Chargs =1
(WAL TN T SN Mafle Aol Lisjgiva) Ayt |55 Radi [aTes
i kit e i LWAG Aurdiing Apchiin Last Raty SEatus
Eachange Dl L Db e LHE A e
bl o F Aimen Bed Lo, Folder Aoness Permesaion &
1 . x Emen® CPuaysi
b - B Plailsan [rigee] Bagoa? e

ManageEngin@
Exchange Reporter Plus



Create alert profiles

= Exchange Reporter Plus J
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Get real-time updates about Exchange events

i, Dl Mo License  Tali Pak 7 s E -

= Exchange Reporter Plus )

e Rispaprtinag Pgrehoimg S I:|| -ﬂ- e Tl Sasttinga

I:i: Exthancs Larver Lachange Chilne

Alprs Receivid 8 Customiee At Profies. L2 Bugoen J.I w

[
tn [Exchangs -
Feriad -,
sl . x TEda Wevrd E
Aatvnna @ Aiads W Talert Ve [ T . -
® 4 gola) ¥ = i+ T | O&
U] Mawrui Thires | Ao Profile Reise
Foxifibwwrd ] cavlnbaane was
A Yy Cisksheas Mot /D nid
ALl Maiilid 51 Aps 30, 200D 0501 Mg 01, P20 0511 AM R
T
&M
Felfibwinnil ] SlADaEe Wit
Diadabranss Booni ! Dimrrecrd
Adtenticn Mesmoungesd of Apr Of, 2030 Ape 01, SO0 0% 1D AM
ATl
£F 10 An
At lwend ] dainbass was
Abharit Wil Bt Ape B, 3030 0510 Ao O 2030 0% 10 Diakabase Mo Dsmani
erilloe, J g {10 05: 10 gr [ 240 0%:10
I Alrri 4 Alsr
fo
Aurl# Conhgirahan
sl ] Salnbdake wirl Bkt i e "
ahare: Bosant, Do
EPEL LR Aitention Dismaunted ot Apr 0L, 2020 Aor D1, 2020 0509 AM

Alerl

Dol AR n

ManageEngin@
Exchange Reporter Plus



Exchange Reporter Plus

Monitoring
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Intuitive monitoring reports

= Exchange Reporter Plus .J

F  Exchange Server

COhverview
Organization
DAG
Emall Queue
B SETVErS

¢+ Databases

¢ Exchange Object Base

DAG Manitoring

Server Monitoring

Database Maonitoring

A\

\

Storage Monitoring >

Email Monitoring

|

Get summarized monitoring data for all components at the
organizational level

Monitor components such as databases, servers, and DAGs

Get detailed insights on DAGs

Monitor server-related parameters such as CPU and memory

Monitor MAPI connectivity, database backup, and Exchange
search time

Monitor database, server, and drive storage
volumes

Get information on email queue health
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Monitor Exchange service health
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CPU utilization rates
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Monitor ActiveSync connectivity
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Monitor DAGs
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Database monitoring
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Email monitoring
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Product settings
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Role-based delegation
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Create customized technician roles
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Delegate help desk roles to technicians

= Exchange Reporter Pus )

o - Edit Teckeician
skl

ManageEngin@
Exchange Reporter Plus



Audit technician activities separately
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Configure SSL and logging levels
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SIEM integration and log forwarding
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Configure time zones and business hours
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Indefinite data archive
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License management
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License-related
FAQS
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License-related FAQs

n  Licensing is based on the number of mailboxes

n  Data can be collected from specific Exchange mailboxes alone using the
Manage/Unmanage option

a  The trial mode is functional for 60 days, during which data is fetched from the
entire Exchange organization

a  After the trial ends, the product will be automatically converted to the Free
Edition, which supports 25 mailboxes

n  The commercial license can be applied anytime during or after the trial period
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Next steps

a  Visit https.//www.manageengine.com/products/exchange-reports/edition-
comparison.ntml?btmMenu for more information on various editions and pricing

n  Get a free online demo of the product at
http://demo.exchangereporterplus.com/

o Contact support@exchangereporterplus.com for assistance

n  Download the latest build for a 60-day free trial
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